GOLDEN RULES TO
PREVENT FRAUD

ON LINE WITH
CREDIT CARDS







CREDIT CARD

Indeed, it is easier for the petrol station
attendant, or the waiter at the restaurant,
whom you have given your credit card,
to have copied the numbers of the card,

including the security code (the back),
for their fraudolent purchases online
or live
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Alwaysimake sure trut wnen buying c)nlmse, the saction

goes through secure web pages (ssi)s*the browser address
bar shouldiBegin with ntpsT(often appears the symbol of a

small padlock).



IT IS GOOD PRACTICE TO
MAKE SURE YOUR COMPUTER
HAS AN UPDATED ANTIVIRUS




SOME VIRUSES INTERCEPT KEYSTROKES
TYPED BY THE USER AND CAN TRANSMIT
TO THE HACKERS THE SEQUENCES YOU
TYPE, INCLUDING CREDIT CARD NUMBERS
AND PASSWORDS







fieard

Some credit card (eg Visa) have the option of activating an
additional password to be entered at time of purchasing on the
Internet. In this case, if Someone had stolen the numbers of your
credit card, could not proceed with the purchase without knowing
your additional password. If you do not feel safe on the web
using your primary credit card (that is linked to your checking
account) there are special rechargeable credit cards,
disconnected from your cheking account.
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If you bu
never trust excep onally low prices, as
they can be false; for example:
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http://www.altoreno.bcc.it/images/BPMM.gif
http://www.google.it/imgres?imgurl=http://www.finanzaeconomia.it/wp-content/uploads/mastercard-gold.jpg&imgrefurl=http://www.finanzaeconomia.it/carte-di-credito-2/carte-di-credito-mastercard&usg=__h5mYhrZa1hUkkmAKE4OJ5UBv-Vw=&h=1057&w=1600&sz=577&hl=it&start=11&zoom=1&tbnid=pxDG6G9PJP8rSM:&tbnh=99&tbnw=150&ei=SjDDT_GkBcrYsga9s52zCg&prev=/search?q=carte+di+credito&hl=it&gbv=2&tbm=isch&itbs=1
http://www.google.it/imgres?imgurl=http://www.vallibbt.com/wp-content/uploads/2011/02/carte-di-credito.jpg&imgrefurl=http://www.vallibbt.com/2011/02/15/allarme-dai-carabinieri-nuova-truffa-con-la-carta-di-credito/&usg=__vbLNzR1og9u4ah9zYphXBQviIls=&h=307&w=514&sz=15&hl=it&start=3&zoom=1&tbnid=LZVV5sMm1JJuxM:&tbnh=78&tbnw=131&ei=SjDDT_GkBcrYsga9s52zCg&prev=/search?q=carte+di+credito&hl=it&gbv=2&tbm=isch&itbs=1

Do not answer any e-mail that ask you to change
the password or provide
your personal information (technique called phishing )
as banks and credit card institutions

would never ask its customers

to change their password via e-mail.




Often phishing emails remind you of those sites that
look real bank (similar graphic ) but in fact they are
pages specially made to capture name and password.
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http://hackgeek.files.wordpress.com/2009/07/hacker.gif?w=480

Use always passwords of a certain complexity in order to

avoid that the potential attacker can enter your account.



http://www.google.it/imgres?imgurl=http://www.dynamo.it/festeprivatemilano/images/stories/chiave.gif&imgrefurl=http://www.dynamo.it/festeprivatemilano/index.php%3Foption%3Dcom_svmap%26view%3Dsvmap%26Itemid%3D90%26lang%3Dit&usg=__5XdhhsU3r9nWoyrZKBXqJFcfpE4=&h=541&w=541&sz=32&hl=it&start=4&zoom=1&tbnid=vZj69nu6H6gifM:&tbnh=132&tbnw=132&ei=Dhy2T7PeH8jHswbpvP2FCA&prev=/search%3Fq%3Dchiave%26hl%3Dit%26gbv%3D2%26tbm%3Disch&itbs=1

Carta di Credito Cooperalivo

your credit cards away from risky sites (eg porn s

sites of gambling and other activities because it

very difficult to trace back to dishonest people)



http://www.google.it/imgres?imgurl=http://www.bancabase.it/wp-content/uploads/2010/12/Visa_corporate_Gold.png&imgrefurl=http://www.bancabase.it/aziende/moneta-elettronica/carte-di-credito-db/&usg=__tJL5cZFClvlJBXM7jBM3oj1J1Bo=&h=617&w=979&sz=952&hl=it&start=16&zoom=1&tbnid=jsekSNgccSaCtM:&tbnh=94&tbnw=149&ei=-G6aT4asKY2K4gS-uaCRDw&prev=/search%3Fq%3Dcarta%2Bdi%2Bcredito%26hl%3Dit%26gbv%3D2%26tbm%3Disch&itbs=1
http://www.google.it/imgres?imgurl=http://www.liceoberchet.it/ricerche/geo4d_07/gruppoB/carta_di_credito.jpg&imgrefurl=http://www.liceoberchet.it/ricerche/geo4d_07/gruppoB/glob_storia.htm&usg=__1YmneN9EiHs-zSwSVIENgHQGF-Q=&h=626&w=978&sz=129&hl=it&start=15&zoom=1&tbnid=P3xpPjsj80-fLM:&tbnh=95&tbnw=149&ei=-G6aT4asKY2K4gS-uaCRDw&prev=/search%3Fq%3Dcarta%2Bdi%2Bcredito%26hl%3Dit%26gbv%3D2%26tbm%3Disch&itbs=1
http://www.google.it/imgres?imgurl=http://www.finanzaeconomia.it/wp-content/uploads/mastercard-gold.jpg&imgrefurl=http://www.finanzaeconomia.it/carte-di-credito-2/carte-di-credito-mastercard&usg=__h5mYhrZa1hUkkmAKE4OJ5UBv-Vw=&h=1057&w=1600&sz=577&hl=it&start=3&zoom=1&tbnid=pxDG6G9PJP8rSM:&tbnh=99&tbnw=150&ei=-G6aT4asKY2K4gS-uaCRDw&prev=/search%3Fq%3Dcarta%2Bdi%2Bcredito%26hl%3Dit%26gbv%3D2%26tbm%3Disch&itbs=1
http://www.google.it/imgres?imgurl=http://www.mbnews.it/images/stories/2009/economia/carta_di_credito.jpg&imgrefurl=http://www.mbnews.it/economia/100-economia/24342-in-giappone-12-carte-di-credito-a-testa-in-italia-15-e-in-brianza.html&usg=__kPHmx19yEC3il7_kqWuoqEcgiJw=&h=300&w=352&sz=39&hl=it&start=4&zoom=1&tbnid=b_dlHX4T4v6XBM:&tbnh=102&tbnw=120&ei=-G6aT4asKY2K4gS-uaCRDw&prev=/search%3Fq%3Dcarta%2Bdi%2Bcredito%26hl%3Dit%26gbv%3D2%26tbm%3Disch&itbs=1

Do not be afraid of e-commerce, convenient and cost-effective
practice that in increasing from year, but use always

common sense in dealing with it.
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