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Cyber fraud
Today people have learned to 

commit crimes and fraud throuh 
the Internet. We will summarize 

and focus on things regarding 
young people.
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8 out of 10 messages are 
fraud

• Do not open up every 
e-mail you have 
received. 80 out 100 
messages are malicious 
and you must never 
open them up. 
Technologly is so 
developed that any one 
can find a programme 
on the Internet and 
infect your computer 
via emails. So any 
unfamiliar email should 
be deleted without 
reading.
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Use legal music download sites

• If you are not sure of 
the reliability of the site 
you want to visit, don’t 
use it. While surfing in 
that site, malicious 
software may be roaming 
your computer and you 
willingly receive those 
harmful programmes. The 
users continually receive 
malicious software while 
downloading songs or 
videos. 
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Use legal and certified 
music download sites

• As a result, for 
your and your 
computer’s safety 
you should use 
legal sites to 
download songs 
and films etc.
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Fraudsters seek your 
mother’s maiden surname.

• While  you do banking 
transactions online, the most 
important information is your 
mother’s maiden surname. The 
scammers can find it easily if 
you are not careful. How? By 
your facebook account, of 
course. They go over your 
photos and they look for the 
words “my uncle”, “my uncle’s 
son or daughter”. Naturally 
your mother’s brother has your 
mother’s maiden name.
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Most viruses come through 
bawdy (erotic) sites

• The most harmful internet 
sites that infect viruses on 
your computers are bawdy 
sites, for if you go into those 
sites it means “I am ready to 
take everything”, so people 
take limitless pictures or videos 
and meanwhile they take 
malicious software into their 
computers, too. Those harmful 
softwares are catalists to steal 
your personal information from 
your computer. 
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The safest way is not to 
download anything

• In recent years many 
people have complained 
that their facebook, 
MSN, hotmail account 
codes have been stolen 
or hacked. Therefore, 
their personal 
information has been 
stolen by fraudsters 
and the victims’ bank 
accounts have been 
emptied or they have 
done online purchase 
through their credit 
cards. 
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The safest way is not to 
download anything

• There are many people 
who haven’t had any 
cyber problems, which 
is because they have 
never downloaded music 
or films onto their 
computers, so they 
have protected their 
computers. If you 
download music or 
videos, you are advised 
not to use your 
computer for banking 
transactions.
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Watch out your kids!

• Our kids tend to play games for 
long hours, and their agenda is 
to move up the levels of the 
game they are playing. To do 
this, they want to break the 
codes of the game. Therefore, 
they seek different sites to 
find those code breakers. But 
those sites could be designed to 
get your personal information. 
Your kid, unaware of this trap, 
give away your surname, 
address, father’s and mother’s 
names etc. As a result, the 
scammers use your personal 
information for many purposes.
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Watch out your kids!

• Solution: you must 
monitor your child in 
front of computer and 
you must teach your 
child not to use his 
name but a nickname 
while playing online 
games.
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Who is responsible for the 
cyber fraud?

• Recently, there has been a 
banking fraud in the USA. Joe 
Lopez, whose $ 90.000 was 
transferred into an account in 
Lithuania, blamed that his bank 
was responsible for this because 
they didn’t warn him against such 
fraud on computer. The bank 
officials claimed they had no 
responsibility in this event and 
they could be responsible only if 
they cause any harm through 
their own security system.
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Who is responsible for 
the cyber fraud?

• As a result, we 
must protect 
ourselves and 
to do this we 
must be aware 
of those 
fraudulent 
techniques. 
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Don’t get tempted by 
“free”

• Any conscious user knows 
free softwares can be 
harmful and evil. Nothing is 
free in real life. The 
simplest chewing gum costs 
some eurocents. So, why 
should they offer you free 
software on the Internet?
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Don’t get tempted by 
“free”

• Do not use the 
programmes or 
softwares you 
don’t know or 
you don’t trust. 
People who 
offer them for 
free are 
sending 
malicious 
software too. 


